r Frequent data breaches in the US health care system undermine the privacy of millions of patients every year-a large number of which happen among business associates of the health care providers that continue to gain unprecedented access to patients' data as the US health care system becomes digitally integrated.
r Implementation of the HIPAA Omnibus Rules in 2013 has led to a significant decrease in the number of privacy breach incidents among business associates.
Context: Frequent data breaches in the US health care system undermine the privacy of millions of patients every year. A large number of such breaches happens among business associates of the health care providers that continue to gain unprecedented access to patients' data as the US health care system becomes digitally integrated. The Omnibus Rules of the Health Insurance Portability and Accountability Act (HIPAA), which were enacted in 2013, significantly increased the regulatory oversight and privacy protection requirements of business associates. The objective of this study is to empirically examine the effects of this shift in policy on the frequency of medical privacy breaches among business associates in the US health care system. The findings of this research shed light on how regulatory efforts can protect patients' privacy.
plans. Health care clearinghouses are those "entities that process nonstandard health information they receive from another entity into a standard."
The omnibus rules, however, expanded the reach of HIPAA to include all business associates that "create, receive, maintain, or transmit protected health information." Examples of business associates include third-party administrators that process claims for health plans, pharmacy benefits managers that manage the insurers' pharmacy networks, and hospitals' consultants. After the implementation of the omnibus rules, the business associates not only had to comply with HIPAA but, more important, could also potentially be held civilly and criminally liable in case of a privacy breach. 7 This paper presents the results of an analysis of the effects of this policy on the volume of privacy breaches among business associates.
While the importance of patient privacy has been known to physicians for centuries and they take the Hippocratic oath to protect it, 8 the new era of modern medicine extends the importance of privacy from the realm of medicine to economics and information technology. As medical science advances and health care systems become more complex, the number of professionals who are involved in a patient's medical care and need to have access to confidential information increases. While in many instances these professionals are not caregivers and do not directly provide medical services to patients, their access to confidential information may be necessary since they facilitate the provision of medical care, primarily through increasing efficiency in the management and administrative side of health care. Unless the confidentiality of patients' information is taken seriously and adequate protections are put in place to safeguard patients' privacy, they will remain reluctant to share their medical information with those who are not directly involved in their care. The successful implementation of modern technologies and economic plans that are necessary to support the provision of medical care hinges on the free flow of data between different parties. Without addressing patients' privacy concerns, technologies such as health information exchanges and economic and managerial plans such as accountable care organizations will not succeed. [9] [10] [11] [12] Despite its importance, prior to the omnibus rules, business associates of the covered entities did not have strong market-based incentives to protect patients' privacy. 13 HIPAA omnibus rules filled this gap by holding the business associates to the same standards as covered entities. In addition, by creating civil and criminal penalties to hold them accountable, the omnibus rules incented business associates to invest in complying with HIPAA and safeguarding patients' privacy. The purpose of this research is to investigate the extent to which the implementation of HIPAA omnibus rules has reduced the frequency of privacy breaches among the business associates.
Methods

Data Source
We use the publicly available data reported by OCR.
14 This data set lists all of the privacy breach incidents that affected more than 500 individuals between October 2009 and August 2017 in the United States.
Study Design
To study the effects of implementation of HIPAA omnibus rules on the frequency of privacy breaches among business associates, we conducted an interrupted time-series analysis with control outcome variables. In this design, we utilize the frequency of privacy breaches over a series of equally spaced time intervals among both covered entities and business associates. Covered entities have been complying with HIPAA since the beginning of our observation series and because the omnibus rules did not pertain to them, we can assume that the implementation of the rules did not affect the frequency of privacy breach incidents amongst them. In other words, the frequency of breach incidents among covered entities should not be affected by the implementation of omnibus rules but could be affected by factors unrelated to this study, such as increased adoption of electronic health record systems.
On the contrary, since business associates were the focus of the new policy, we can assume that implementation of the HIPAA omnibus rules has interrupted the frequency of privacy breaches among them. As we mentioned earlier, since factors other than the implementation of omnibus rules could have affected the privacy breaches in the health care sector in general, we use the difference between the number of privacy breaches in the 2 groups as our dependent variable. For example, the public awareness and concern over privacy breaches may have increased over time and led both covered entities and business associates to be more cautious in managing patients' data. These factors affect the breaches in both groups; therefore, examining the difference in the number of breach incidents of the 2 groups, rather than focusing on the breach incidents of only 1 group, allows us to detect and account for other trends that are unrelated to the implementation of HIPAA omnibus rules. This statistical approach is a suitable quasi-experimental research method to measure the impact of policies on population-level outcomes 15 and is being increasingly used to examine the effects of different policies in health care settings. [16] [17] [18] 
Statistical Analysis
In our interrupted time-series analysis, the dependent variable is the difference between the number of privacy breaches in the 2 groups of business associates and covered entities in a 3-month interval. We fit the dependent variable in each period as a function of 3 main explanatory variables. The first is a continuous variable that counts the periods since the start of the time series. The coefficients of this variable capture the time trends. The second is a binary variable that indicates the shift in policy. This variable is equal to 1 if the period is post implementation of HIPAA omnibus rules and 0 if the period is before the implementation of the omnibus rules. The coefficient of the binary variable indicates whether there is a change in the outcome variable immediately after implementing the rules. The third is a continuous variable that counts the number of periods after the implementation of HIPAA omnibus rules. The value of this variable in periods before the implementation of the rules is equal to 0. The coefficient of this variable indicates whether there is a change in the slope of the outcomes after the implementation of the rules compared with the trend in the pre-implementation period. To account for correlation in outcomes between consecutive periods, we follow the recommendations of Penfold and Zhang 19 to test and account for correlation in subsequent observations in the time series. Our test results indicated the need for including third-order autoregressive parameters in the models. 20 We also examine the existence of seasonality in our time series and, where necessary, include seasonal dummies in our models to adjust for seasonal fluctuations in breach incidents.
Results
During the study period, 2,010 breach incidents occurred, of which 291 incidents were among business associates. A total of 52 of the breach incidents were not categorized, so we excluded them from the analysis. The remaining incidents occurred among covered entities that, according to HIPAA definitions, include health care providers (1,410 incidents), health plans (253 incidents), and health care clearinghouses (4 incidents). An average of 2.17 privacy breach incidents take place per 1,000 professionally active physicians in the United States. Figure 1 shows the distribution of privacy breach incidents per 1,000 professionally active physicians by state.
Figures 2 and 3 show the frequency of different types of breaches and the number of patients who are affected by such incidents among covered entities and business associates, respectively. As shown in these figures, while theft incidents are the most common type of incident among covered entities, hacking/IT incidents affect the largest number of people. Among business associates, theft incidents are the most common and also affect the largest number of people. On average, a breach incident among covered entities affects 87,760 individuals, while a breach incident among business associates affects 98,803 individuals. So far, these breaches combined have undermined the privacy of 175,047,905 patients in the United States.
OCR announced the HIPAA omnibus rules on January 25, 2013. These rules became effective on March 26, 2013, with compliance required by September 23, 2013 6 ; however, the rules were not heavily enforced until after 2014. As illustrated in Figure 4 , the effect of enforcement among business associates is observed in January 2015. The literature explains that the reason for the delay between the official enforcement and actual effect dates could be the role of the media in creating public awareness. For example, Soumerai and colleagues 22 report that media warnings about Reye's syndrome were much more influential than FDA product labeling in reducing the use of aspirin for children. Lu and colleagues 23 report a similar effect of media coverage on suicidal behavior. Also shown in Figure 4 , there is a seasonal trend in breach incidents among both covered entities and their business associates; however, it is canceled out when we use the difference in the number of breach incidents as our main dependent variable. Therefore, we do not need to adjust for seasonality in our analysis of changes in the difference between breach incidents among the 2 groups. However, the breach incidents themselves do follow a seasonal pattern. We have adjusted for the seasonality in the models that predict the incidents in each of the 2 groups separately. Therefore, in Table 1 , the models that are presented in the business associates and covered-entities panels include seasonal dummies, while the models presented under the difference panel do not.
Before the omnibus rules took full effect in January 2015, privacy breaches happened at a relatively constant rate among both business and August 2017. Incidents described as "Unknown," "Other," or that were missing a description were grouped under the "Other" category. Where the type of an incident was categorized in more than one group by OCR, the incident was assigned to the primary group. For example, an incident OCR described as "Theft/Loss" was categorized under "Theft."
associates and covered entities. While these breach incidents appear to follow a parallel trend before the implementation of the rules, they drift apart after implementation. In our time-series analysis, we eliminate the fourth quarter of 2009 and initiate the time series from January 2010 for two reasons. First, our time intervals are quarters, while the earliest breach incident was reported on October 21, 2009 . This means that the time-series value for the fourth quarter of 2009 does not include incidents in the first 20 days of October 2009 and therefore incorrectly undercounts the breach incidents. Second, the right to enforce HIPAA and August 2017. Incidents described as "Unknown," "Other," or that were missing a description were grouped under the "Other" category. Where the type of an incident was categorized in more than one group by OCR, the incident was assigned to the primary group. For example, an incident OCR described as "Theft/Loss" was categorized under "Theft."
for covered entities was not exercised by attorneys general until after amendments to HIPAA were brought about by the introduction of HITECH in 2010. 24 After the implementation of the rules in September 2013, both groups experienced an instant spike in breach incidents. Since the increase occurred in both groups, however, while the changes in policy pertained only to the business associates and did not include covered entities, factors other than the shift in policy primarily led to this immediate increase. Note that the immediate increase in the number of breach incidents is much larger for covered entities. This is also depicted by the widening gap between the number of breaches in the 2 groups, which continued to grow in the months after the policy implementation. These observations show preliminary support for the effects of the HIPAA omnibus rules on breach incidents among business associates.
In the following pages, we present the results of the interrupted time-series analysis. These results confirm our preliminary findings.
As shown in the first panel of Table 1 , implementation of the HIPAA omnibus rules had a strong and immediate effect on reducing the number of breaches among business associates by 14.41 units. Utilizing the covered entities as our control group adds insight to our analysis; as shown in the second panel of Table 1 , implementation of the omnibus rules does not have a statistically significant effect on the number of breach incidents among covered entities. This observation provides statistical evidence for the suitability of including covered entities as the control group in our analysis. As shown in the third panel of Table 1 , the difference in the number of breaches between covered entities and business associates increases by 18.21 incidents per quarter immediately after the implementation of the rules. In model 2, we considered the compliance deadline (September 23, 2013), rather than the January 2015 date used in model 1, as an effective policy implementation date. Using this alternative effect date, the long-term effects of the omnibus rules are even more salient. The number of breach incidents is a function of the total number of covered entities and business associates in the health care market. In order to have a better understanding about the effects of the rules, we also examined the ratio of incidents to the number of members in each group. That is, we calculate the ratio of breaches in each group by dividing the number of breaches by the total number of active members and then use the ratios to replicate our interrupted time-series analysis. These estimates are reported under models 3 and 4 in Table 1 and are consistent with those reported in models 1 and 2. In the Appendix, we describe how we determine the total number of covered entities and business associates. Figure 5 compares the actual and forecasted difference in the number of breach incidents among covered entities and business associates. We calculated the forecasted values based on the observed trend prior to January 2015 and did not consider the immediate or long-term effects of the rules. The dashed line and solid line respectively show the forecasted difference in the number of breach incidents between the 2 groups before and after January 2015. The shaded area shows the difference between the actual number of breaches (shown in blue circles) and the predicted number of breaches had there been no omnibus rules (green line). The actual difference is 180 units more than the forecasted value had the HIPAA omnibus rules not been in effect. That is, the rules have prevented 180 breach incidents among business associates.
Since there were 43 breach incidents among business associates after January 2015, we estimate that in absence of these rules, there would have been 223 breach incidents. Considering that every breach among this group effects on average 98,803 individuals, we estimate that the HIPAA omnibus rules have protected the privacy of at most 17,784,540 patients since their effects were fully observed in January 2015. Note that an individual's medical records could be breached in multiple incidents and therefore this figure is the highest estimate based on the assumption that individuals affected by each breach are unique. Instances in which the privacy of a single patient is violated in multiple breach incidents would lower our estimate of the total number of individuals whose privacy has been protected as a result of omnibus rules.
Although the exact number of business associates in not known, it should be proportionate to the number of covered entities. The health care market has consistently grown over the period of this study, and the number of both covered entities and their business associates has grown with it. Therefore, the reduction in breach incidents cannot be attributed to a decline in the total number of business associates.
As a robustness test, we also implement a difference-in-differences design to estimate the changes in average quarterly privacy breaches from the pre-implementation period to the post-implementation period of the HIPAA omnibus rules among the business associates compared to concurrent incidents among the covered entities.
As shown in Table 2 , the average number of breaches per quarter among business associates decreases by 8.34 units after January 2015. Alternatively, the average number of quarterly breach incidents among covered entities increases by 24.49 units. The difference in differences is a reduction of 32.83 in the average number of breaches per quarter. These results are consistent with our findings from the former analyses and further confirm the role of the omnibus rules in reducing the frequency of breach incidents.
Discussion
We observe that unlike business associates, covered entities have experienced a growing number of breach incidents throughout the study period. This becomes more worrisome as sophisticated ransomware attacks have recently emerged as a new threat to security and privacy in the health care sector. 25 Further research is required to investigate the reasons for the alarming growth of breaches among covered entities. Moreover, we observe a significant variation in the number of incidents across states. For example, while there are only 0.68 breach incidents per 100,000 physicians in the state of Maine, there are 6.16 incidents per 100,000 physicians in the state of Wyoming. Uncovering the drivers of this state-level variation in the number of incidents could be an interesting domain for future research.
The findings of this research are particularly relevant to 2 recent federal policies. First, the OCR recently announced that it now investigates smaller breach incidents that affect fewer than 500 individuals. 26 Given the volume of resources required to conduct such audits, it is necessary to have an understanding of their potential benefits. This research estimates the effects of the omnibus rules and therefore enables the regulators to conduct a cost-benefit analysis of their decision to enforce the rules on smaller breaches. Given the findings of this research about the positive role of omnibus rules on reducing breach incidents among business associates, the OCR's decision to enforce the regulation on smaller breach incidents should lead to an even lower number of breach incidents among both covered entities and business associates. While this study reveals the benefits of the omnibus rules, OCR should also carefully examine the enforcement and compliance costs of omnibus rules in order to have a comprehensive analysis of the costs and benefits of further expansion and stricter enforcement.
Second, the Substance Abuse and Mental Health Services Administration (SAMHSA) has proposed an update to the Confidentiality of Alcohol and Drug Abuse Patient Records, Title 42 of the Code of Federal Regulations (42 CFR). 27 Given the social stigma and sensitivity of the records of alcohol and drug abuse, SAMHSA is proposing stricter regulations to ensure that entities that collect and hold such records adequately protect their patients' privacy. Interestingly, the proposal only includes a negligible criminal penalty of "$500 in the case of a first offense and not more than $5,000 in the case of each subsequent offense." In comparison to penalties for HIPAA violations (which can be as much as $1.5 million), the penalties proposed in 42 CFR are very small. Further research is required to investigate the effect of penalty size on the rate of compliance and subsequent effectiveness of the policy.
Limitations
This study has several limitations. First, the observations in our data set are limited to the incidents that affected more than 500 individuals. Many smaller breaches affect fewer than 500 patients. These incidents are not reported by OCR and thus are not included in our analysis. Second, in rare cases, organizations may not immediately realize that they have been a victim of a privacy breach and therefore may report such incidents to the OCR with some time lag. To overcome this limitation, we conduct a difference-in-differences analysis. In this method, because we use the incidents over the whole intervals before and after January 2015, rather than using the incidents per a specific and fixed quarterly interval, the estimates do not suffer from the possible time difference between an incident's occurrence and reporting dates.
Third, the interrupted time-series analysis assumes that the 2 groups are similar and independent. Covered entities have more direct exposure to patients and are more likely to house large data sets that would be subject to a breach notification. Business associates operate in a different environment than covered entities. They may not focus solely on health care and may provide services to clients other than health care providers. This difference between the 2 groups may undermine the assumption of independence and similarity of the groups in the interrupted time-series analysis. However, visual inspection of the trends of breaches in the 2 groups shows that before the implementation of the rules, they were parallel; after the implementation, they diverge. Also, when we analyze the effect of the policy on business associates only (rather than looking at the difference between business associates and covered entities), we observe a significant drop in the number of breaches.
Finally, while this study uncovers the benefits of the omnibus rules, further studies are warranted to examine the enforcement and compliance costs of the omnibus rules by, respectively, OCR and business associates.
Conclusion
To the best of our knowledge, this is the first study that examines the effects of the HIPAA omnibus rules on reducing the frequency of privacy breaches among business associates. Our results indicate that implementation of the rules could have led to a significant decrease in the number of incidents and thus has protected millions of Americans from unwanted privacy exposures. Therefore, we conclude that the federal policy appears to have achieved its intended goal of enhancing privacy protection efforts and reducing the number of breach incidents among business associates.
any business, regardless of its type of services, is considered a business associate as long as it does business with a covered entity. Therefore, theoretically all active businesses in the United States could be considered a business associate.
To overcome this issue and create a manageable list of business associates, we first identified the NAICS codes of all of the business associates that were reported to have a breach by OCR. This was done by manually searching for the business name on the sidecode.com and manta.com websites. After we compiled the NAICS codes of all the business associates, we identified the top 20 most frequent NAICS codes among them. We then identified the number of active businesses within each of the top 20 NAICS codes from the SUSB data set. We acknowledge the fact that this list is not comprehensive as any company with a different NAICS code could enter into a business associate agreement with a covered entity. However, this list is a pragmatic solution because it covers the industry sectors that are most common among current business associates. As shown in Table A2 , the total number of businesses who are considered as a business associate is equal to 414,444. 
